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A.1 – Introduction

Just as no single type of vehicle is appropriate for all transportation applications, no single control approach is appropriate for all control applications. 

Sport cars, sedans, and pick-up trucks are purpose-built respectively to be used for or fun, practicality, and utility.  Tractor trailers are designed to move goods with considerable flexibility, yet many are frequently hauled long distances in railway trains. Yachts and cruise ships each have different purpose, as do ocean-going oil tankers, coastal freighters, or ships & barges on large rivers. Along the same lines, single-loop, distributed, SCADA, hybrid, PLC, PAC, and PC-based control are all valid control approaches – depending on the particular application.  Key factors in determining the correct approach to deploy for different control applications include size (number of control loops), complexity (sophistication of control requirements), and criticality (what’s the impact of a controller fault or failure?).
What’s more, just as automobile, truck, train, and ship buyers have strong vendor preferences based on a combination of past experience, hearsay, and emotion, buyers of control equipment also usually have strong pre-formed vendor preferences -- with many buyers swearing by a particular vendor and an equal number swearing at that very same vendor. (So much for the perception that engineers are “logical” by nature). (
An approximate historical sequence of the following sections might help the reader understand how these different control approaches evolved and how to best fit the right approach, or approaches, to their particular applications
A.2 – Some Definitions

Before we start, let’s try to clear up some terms often used for controllers to reduce confusion:

CIF – Control in the Field; Control loop resides across instruments in a fieldbus, not within a separate controller.
CNC – Computerized Numeric Control

DAC – Data Acquisition & Control 
(some now call this SCADA, but is within a plant).
DAQ – Data Acquisition.

(often done with a PC viewing one or more PLCs)
DCS – Distributed Control System.
ECS – Enterprise Control System.
ERP – Enterprise Resource Planning

FPGA– Field-Programmable Gate Array; essentially a possible controller on a chip for OEMs
Hybrid Controller – Architectures that blend benefits of both PLCs and DCSs; generally   
                                 “small scale DCSs;” term is defined differently by different people.

MES – Manufacturing Execution System

MRP – Material Requirements Planning

PAC – Programmable Automation Controller 
           (ARC term for the combined functionality of DCSs, PLCs, and PCs; 
             some others may call this a version of Hybrid Controller).
PLC – Programmable Logic Controller.

PC Controller – Controller uses industrial Personal Computer (PC), maybe through SBC.

SBC – Single Board Computer (Controller); Printed circuit board that contains complete 
            computer, including processor, memory, I/O and clock.

SCADA – Supervisory Control and Data Acquisition.

(pipelines, power distribution, water systems, etc. beyond the plant itself).

SLC – Single Loop Controller.

Now let us distinguish the differences between Factory Automation (discrete products) and Process Control, both of which use Automation Systems:
Table I – Simple comparisons of Process vs. Discrete

	
	Process
	Discrete

	Products
	Fluids
	Devices, Objects

	Operations
	Done in Laboratories
	Done with CAD/CAE

	Product Design
	Continuous, Batch
	Job Shop, Batch, Repetitive

	Equipment
	Uses Processes (within vessels)
	Uses Machines (on products)

	Equipment Cost
	Generally Very High
	Usually Medium to High

	Labor Cost
	Low
	High

	Sensors
	Numerous Analog & Discrete
	Mostly Discrete

	Control Products
	DCSs, PLCs, SLCs, PACs, PCs
	CNCs, Robotics, PLCs, PACs, PCs

	Supervisory Control
	Process Optimization, Scheduling
	Cell Control, Scheduling

	Business Management
	In-house Developed, MRP II, MES, ERP
	MRP II, MES, ERP

	Implementation Approach
	Bottom Up (start with approach)
	Top Down (start with final design)


A.3 – Single Loop Control
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Single loop process controllers were initially designed to provide modulating operation for valves.  Over the years, the original pneumatic/mechanical single loop controllers have been supplanted by electro/mechanical, then electric, then electronic (vacuum tube, then transistor), and are currently microprocessor-based. This later version now makes some networking possible, as well as some more sophisticated control, approaching what is sometimes called “Hybrid Control.” 
Because the mechanism of the early controllers as built by many instrument companies provided the motion of the pointer and pen of the indicator and recorder, the “operator interface” faceplate was integral to the controller, (Figure A.1).  This later influenced the instrument companies’ approach to their respective “Distributed Control Systems.”  
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Another design circumstance was that the three modes of control as covered in Topic 13 on Continuous Control were determined by the interaction of the mechanism (Figure A.2).  It did not matter if you had a restriction, a capacity, or a needle valve, or if you later had a resistor, a capacitor and a vacuum tube (voltage valve) …or transistor (current valve), the function was essentially the same.  
To change from a Proportional (P) controller, to a Proportional- Integral (PI) or a Proportional-Integral-Derivative (PID) type controller, you had to physically change controllers, or at least change the chassis.  If you wanted to change strategies, or even tune differently, you had to go out and buy more stuff.  Later electronic versions still required different circuit boards.  There was no way to merely turn off one of the modes.  This is one of the reasons why so many automatic controllers were run in manual mode so much of the time (some claim 80%!).
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Enter the microprocessor! Unlike the vacuum tube or the transistor, the microprocessor is not an analog “valve” but a digital “counter.”  The microprocessor provides the flexibility to freely change control algorithms allowing the user the “turn off” one or more of the control modes without having to change hardware. It also allows the user to re-arrange algorithms within a control strategy and offers opportunities for networking between controllers, making it practical to implement more involved control techniques to operate plants closer to their full potential.  
Single Loop controllers are a very economical way to control simple stand-alone unit processes such as dryers, small furnaces, small boilers, and the like.  Because of advances in microprocessors, single loop controllers can readily be used in small networks as well as teamed up with PLCs where more sophisticated continuous control is needed along side larger amounts of discrete actions. These networks can be monitored with an industrial-grade, commercial-off-the-shelf (COTS) PC-based “workstation.”
Another important characteristic of single-loop controllers is that the loss of any single controller is likely to only affect that single process loop, rather than bringing down an entire plant unit or area. This helps to limit and somewhat minimize the impact of faults.
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A.4 – Large Systems

When plants became larger and more complex, the challenge was for the operator to keep track of all the operations and coordinate the many individual unit processes.  This meant that one or more operators needed to physically “tour the plant” and record all the data on his clipboard to be able to make a decision (Figure A.5).  Then another tour was needed to adjust all the valves and drives.  This took time and limited effective plant production.  
Following World War II, electronic controls became more rugged and practical for industrial environments.  More measurements were becoming practical because the cost of sensors was coming down.  Increased technology allowed newer types of sensors to be developed for measuring parameters not previously measurable.  Further, it was becoming possible to continuously measure more parameters on-line, rather than tediously take laboratory samples and have to wait for results. 

The  new electronic controllers were smaller in size, so you could fit more of them in a single panel. Because of the many additional measurements, however, the panels became large and intricate. All of this led to a more complex control room, as well as the need to bring more wires to that location.  This created information management problems for the process control operators along with a signal management  logistics challenge for the instrument engineers.
As changes in technology brought down the price of computers, their use became more common in large and more complex facilities. They helped pave the way for the further development of the single centralized control room.
A. 5 – Computer Control
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Large central computers were important for large plants and power utilities. While these computers were now able to cope with all this new data, problems included the fact that most computers were designed for transactional businesses rather than navigational process control.   During the 1960s and 1970s two types of computers emerged for process control:
· Direct Digital Control 

· Digitally Directed Analog Control known as Supervisory Control 

This central control room concept provided a much better picture of the overall plant operation, but, when all the distant portions of the plant were connected to this one room, the cost was high due to:
· Many control cable runs, wire trays and handling devices.

· More complex engineering design.

· Craft labor of installation of lines and making terminations.

· Problems of making changes in the control strategy.

Another serious problem was that a failure in the computer could shut down the entire plant!  To overcome this limitation, full computer redundancy and/or backup instrumentation were often employed. This was expensive and made it more difficult to modify control strategies. 
This centralized computer control and monitoring, had several advantages and disadvantages:  

· On the plus side:  there was a more organized central view of the operations, control strategies became more flexible, alarms became much more flexible and effective, and there was increased ability to have meaningful history of events.

· On the negative side:  there was much wiring, there was considerable risk to the plant, and it was not very "scaleable," meaning you could not scale up a little bit more without reprogramming the whole computer.  All of this costs money.
Computer-based control has become more necessary, however, because as each industry matures, it needs to optimize its processing methods.  Cost of raw materials, cost of waste, cost of pollution, cost of compliance to government regulations, all are growing factors in the efficiencies of their operations.

The subsequent advent of newer microprocessor-based technology had important implications for both process and factory automation. 
A.6 – PLC Control

As the acceptance of transistors emerged, the “box of relays” evolved to be become programmable logic controllers (PLCs). They were primarily used for discrete control in factory automation, and at one time 70% of all PLCs were used in automobile manufacturing.  PLCs were designed to be stand-alone devices with essentially “start and stop” operator interfaces and thus little need for communication networks.  Each box was configured independently. They provided very fast scanning circuitry for robotic control and numeric control machines for manufacturing parts. Designed to perform in a work cell (work station for one manufacturing employee), common practice was to have one PLC per function.  Work cells in manufacturing are comparable to a unit process in a continuous control plant for such functions as burner management, reactor control, etc. 
An advantage of PLCs (which are covered in this book with more detail in Topics 20 on Programmable Logic Controllers and 14 on Discrete Control) is their low unit price, because they have traditionally been sold as commodities. PLCs are usually installed by local third party system integrators.  In the past, PLCs were usually configured in Ladder Logic (North America) or Boolean (Europe).  Today, however,  most have migrated to the IEC61131-3 “standard,” using the five languages which allows for easier configuration of more sophisticated functions. These languages are discussed in Chapter 14 of this book.
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Another advantage of PLCs, at least in the factory automation world, is the ability for the user to select an operator station (HMI – Human Machine interface) from a wide selection of different suppliers.  For process control, however, the PLC supplier is likely to provide an HMI of his own design for better compatibility to the more sophistication needed for alarm management or batch processing.  

PLCs offered versatility for many applications, such as packaging lines in food and pharmaceutical applications.  This led to the need for more sophisticated control, and some single loop functions.  More sophisticated continuous control is being required from PLC suppliers who have headed into the batch market space.  The legacy of configuring each controller independently persists (Figure A.7). Most factory automation applications did not need redundancy, so this has not been a traditional strength of PLCs. Sophisticated redundancy, however, is often required in process control applications, and those PLC suppliers moving towards those market spaces have begun meeting the challenge.
As PLC applications became more complex, their suppliers have been developing appropriate networks and graphic operator interfaces.
A.7 – SCADA Systems

Traditionally, SCADA (Supervisory Control and Data Acquisition) systems have been used to monitor and/or control remote operations over long distances extending beyond the confines of a single plant, factory, or manufacturing complex.  Common traditional SCADA applications include power transmission systems (Transmission & Distribution – T&D), oil & gas pipelines, and water distribution systems. 
Unfortunately, confusion arose when suppliers of PC-based Human Machines Interfaces (HMIs) began to refer to their lash-up of PCs with PLCs used within a plant as “SCADA” systems, rather than the original designation as “Data Acquisition and Control” (DAC) systems.
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A system is made up of a Master Termination Unit (MTU) and one or more Remote Termination Units (RTUs).  The MTU will likely be in the control room, connected to the many functions needed there (Figure A.8).  Beyond large control systems, there can be not only operators, maintenance folks, engineers and managers, but also accountants, government regulatory record keeping, and the many functions of custody transfer, depending upon the application.
Transmission can be over many different kinds of media, including landlines, phone systems (wire or wireless), microwave, radio, satellite, and so on.  Because of the long distances involved, any process control performed remotely must carefully be stand-alone control because of the time lag from distances and sharing of communications (scanning many RTUs).  This is an essential feature, requiring specific communication techniques including “check before execute” routines (more messaging overhead) to ensure integrity of information and direction given for any control action.

Also, because of developments in microprocessor technology, RTUs today can come with many more functions than merely remotely reporting values and turning switches on and off as their earlier cousins did.  There are different levels of “smart” RTUs, just as there are different and expanding capabilities with “smart” transmitters and final elements (valves, drives, etc.).  Some very sophisticated remote stand-alone controllers can be added to the RTU functions. More on SCADA Systems will be found in this book’s Topic 21 on SCADA.
A.8 – Distributed Control
The advent of modern distributed control was made possible by three key enabling technologies: microprocessors, digital networks, and CRT (Cathode Ray Tube)-based human interfaces. Microprocessors provided the prerequisite processing “horsepower” and configuration flexibility; digital networks provided the communications highway; and the CRT provides a remote human interface for operators and other users.

“Distributed control” is a relative term.  For example, in a traditional ”Distributed Control System” (DCS), process controllers each handling a large number of process loops are distributed to different plant areas and communicate back to a central control room via a digital control network (see more on this in Topic 18 on Distributed Control Systems). Their I/O are then connected at the controller some distance to field devices at the process itself. However, other options include an even more distributed control scenario in which multi-loop process controllers are mounted very close to the process, side-by-side with remote I/O.  A yet more distributed option is presented by FOUNDATION Fieldbus-enabled “control in the field,” wherein the control is actually performed in transmitter, actuator, or other field device. The control action is distributed over the field network. Control in the field will be discussed in a little more detail in Section A.11.
It’s also important to note that, for the first two scenarios, controller redundancy provides the pre-requisite control availability. Control-in-the-field scenarios, however, like the single-loop controllers previously discussed, does not incorporate full redundancy.  Instead, the impacts of faults are minimized by isolating them to a single control loop.  This arrangement will present some difficulty for critical applications that may need redundancy.
Distributed Control Systems (DCSs) came with more useful capabilities of the emerging video technologies to display data, and even be used to allow operator to initiate control actions “through the video” as well. With DCSs, the advantage of the central control room provided centralized information without all the processing in one vulnerable location, thereby distributing risk.
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This also saved the cost and complexity of wiring by using a digital signal through a single cable used as a communication network (data highway) connecting the diverse portions of the plant.   The magic of all those signals through a single wire is an old technology, called the telegraph.  The use of Morse Code was really digital communication of analog values (in contrast to the analog voice-based information, like radio).  More on that later, under Category XI on Industrial Communications.

This new architecture permitted a FUNCTIONAL distribution of the tasks among many processors, reducing the risk of everything failing at once.  As capabilities for reducing ground loops emerged, it was also possible to allow PHYSICAL distribution as well.  These critical features began to open up many new possibilities for tying central information to local control in those plants where this is important. 

The central control room view of plant operation gives the operator a single window to the process.  Now the operator no longer has to tour the plant.  He can literally “let his fingers do the walking” as he calls up each controller or group of controllers on his screen to check the progress of his process.  If needed, he can easily make a set point and output changes from his keyboard, as well as respond to any alarms if a process is “off-normal.”

Furthermore, if a plant process requires it, there also can be several operator stations along this network.  A local operator station can be positioned in a specific portion of the plant, either working from the same data highway, or wired directly to a cluster of some loops of control. Now wireless handheld video screens are being used to communicate to controllers set close to the process itself, allowing “distributed control” to be even more distributed.
On the plus side, distributed control and monitoring meant shorter wiring runs, no massive sets of wires between controllers and control room, less risk of failure, and the system was more scaleable, if you wished to gradually grow the system at some later time without much cost of replacement.  
On the negative side, these distributed control systems still must wire sensors and final elements to control cabinets, and interconnection between different vendors’ components presented no small difficulty.  This is the realm being addressed by digital I/O …called fieldbus.  More on that topic is in Sections 15 thro8ugh 19 and Category XI on Industrial Communications.

Remember our comment about the instrument companies looking at controllers as including the “faceplate?”  Unlike PLC suppliers who needed only a “blind” box to do a specific function, the DCS suppliers were all instrument companies with the philosophy that the operator interface was integral to the function of process control.  As a result, the control strategies are configured from the workstation, which was designed integral to the controllers (Figure A.10).  This allows for a single data base and a more [image: image13.wmf]Basic Instrumentation and Controls, Process Control
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integrated operator interface to allow for more sophisticated alarm management and other operator functions.  Simplistically, operator actions in factory automation were traditionally “on-off,” where as in process control, picture the operator turning a valve while watching a gauge… the action is more “adjust until...”  
Suppliers of distributed control systems also had to provide simple, easy ways to configure complex control strategies without the user learning high level computer programming languages that would appear obscure to the average user.  This led to various menu-entry, fill-in-the-blanks, and graphical methods which by default were of course proprietary.  By 2005, most suppliers are using object-oriented technologies to employ the IEC 61131-3 guidelines.  These are more frequently emerging with the file-folder tree approach being used by Microsoft® (originally created by Xerox®
 and pioneered by Apple® Computer).  Regardless of the individuality of methods, DCSs generally had been far easier to configure complex process control strategies than PLCs. 
Another distinction had been that the role of PLCs had traditionally not needed redundancy or sophisticated communication.  DCSs, however, usually did need sophisticated redundancy, and so-called “Real-Time” communication.  Now, no computer can do “Real-Time,” but at best has to act in  “Real-Enough-Time” because the process is actively “flowing.”  To achieve this, the process control suppliers had to design controller, workstations and communication networks as a single package.  No standard communication method was fast enough, so suppliers each modified the standards to achieve the “real-enough-time” networks to match their individual controller and workstation designs. It is this reason they became proprietary.  
DCSs originally used UNIX®-based workstations, often combined with proprietary software to allow for the “Real-Enough-Time” seriously needed, as well as for the unique navigational process functions not accounted for in discrete-based, transactional “business machines.”  As users began using Microsoft® technology throughout their plants, they were demanding PC-based workstations. This presented several significant challenges to the DCS suppliers because PCs were also transactional based, and had to be made much more rugged. 
A.9 – Hybrid Control
While providing lots of sophisticated control capability, ease of configuration, and scalability, traditional DCSs are expensive “overkill” in many smaller, or less complex plants that really just need to easily combine process loops with some discrete interlocking (heat treating plants or smaller food plants come to mind as good examples).  On the other hand less expensive PLCs required more engineering to implement.  In these situations, wouldn’t it be nice to have the cost advantage and simplicity of the PLC combined with the sophistication and scalability of the DCS?   Wouldn’t it be nice to have the power and sophistication of DCS control on a small scale?  Thanks once again to the microprocessor, these capabilities emerged in so-called “hybrid” control systems. 
These hybrid systems opened up a new market space for improved production capabilities needed by these smaller plants that traditionally had to “kludge together” some sort of control system with a very limited budget.  The problem is, this market space is relatively new, and a universally accepted definition of “hybrid control system” has not yet emerged. This has led to some confusion about these systems, and, in fact, some folks speculated that the term might just be a marketing ploy.  

Some additional background might be helpful.  In the early DCS days of the 1970s and 80s, there were still DCSs that could not do discrete actions, or at least not very well.  PLCs at that time were notable for their poor implementation of analog control, especially multi-loop control of even low sophistication. When PLCs were connected to DCSs, each had to be configured independently, the system was considered a Hybrid system. When the functions of both occurred in the same platform, the result was called a Hybrid Controller. 

Clearly BOTH PLC & DCS worlds have been moving towards each other, but both typically bring the baggage of their legacies even in their newer designs.  That is why there are still several definitions, which ALMOST sound alike, but are somewhat different.
Several have defined Hybrid Control by:

· Industry (ARC, Figure A.11) 

· Input & Output Capability

· Analog + Discrete I/O

· Function (Batch Capability)

· Architecture

· Advantages of both PLCs & DCSs
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Hybrid controllers first appeared (by this name) in the early 1990s with a DCS control system that allowed any supplier’s UNIX®-based or PC-based workstation to be added to the control system.  It uniquely allowed the controllers to be configured as a system, with diagnostics, alarm management, etc. not limited to each of the “boxes,” but reported on the system as a whole, like a DCS (unlike PLCs of the time).  By now “out-of-the-box” industrialized PC-based workstations could be used, especially if a plant had standardized on a particular workstation supplier.  Although a cost savings, there was still the issue of needing navigational-type process actions, especially for alarm handling requirements and process batch-like functions.
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By the turn of the millennium most suppliers of control systems had been offering PC-based workstations, so this has become the standard offering.  It added to the commercial-of-the-shelf (COTS) needs of the industry.  Nevertheless, to achieve the needed process functions, most suppliers also offered their own modified software for these PCs, and recommend industrial grade hardware to survive the harsh conditions of the served industries.  This is true by the DCS suppliers and the PLC suppliers who have entered the so-called “hybrid industries” markets.
ARC Advisory Group, who defined “hybrids” as an industry category (Figure A.11), began using the term Programmable Automation Controller (PAC) as the combined functionality of PLCs, PC-based controllers, DCSs and Motion Controllers.  It could include equipment from PLC suppliers, but might be stretched to include equipment from suppliers of “small DCSs” …and perhaps could also include those who didn’t exactly fit either supplier category.  You will also notice that Figures A.7, A.10, and A.12 nearly all look alike, except for the words used.   That’s correct; the distinctions are becoming much more subtle.
Current hybrid phenomenon now, however, manifests in a huge diversity of engineering applications, including air traffic control systems, unmanned vehicles, and everyday items like cars and consumer electronics. The better term is likely “PAC.”  Like with most things in this business, if one were out looking to buy a control system, it’s best to focus on the application and functions you need, rather than on control system labels.  Uh, isn’t that what we said in the first paragraph of this Appendix?
A.10 – PC Control
Not to be overlooked is the realm of PC-based controllers. The ability to take advantage of the inexpensive Microsoft® technology for control function has tantalized the process control world ever since PCs have become popular.  Until recently PC limitations for industrial control applications included the vulnerability of their delicate moving components, not practical in many of the harsh environments of the process industries, plus operating system stability that was not quite up to “industrial” standards (see Table II).  
As PC hardware and software technology continues to become more robust, next generation of controllers are being influenced significantly by Microsoft®!   The trend is to “off-the-shelf” hardware, and away from proprietary systems.   Value-added by controls vendors will be by the software, which will not only provide control capability, but will still have to overcome the obstacles to “real” real-time.  There will also be significant need for standards in many places for this to become a full reality.  This is happening more with PLCs giving way to “softlogic” in factory automation applications, but some process applications are also suitable.  ARC Advisory Group refers to this as Open Control Software (OCS).
Table II – Industrial Grade PCs vs Office Grade PCs

	Features to consider 
	Industrial Grade
	Office Grade

	Can it withstand extended temperature? 
	YES
	NO

	Can it withstand shock & vibration? 
	YES
	NO

	Does it have additional cooling fans? 
	YES, typically between two & six fans
	NO, typically only fan is in power supply

	Is it dust proof, or does it have filtering?
	YES, most offer fan filters or sealed enclosure
	NO

	Is it splash proof from water, chemicals etc.? 
	YES, usually optional
	NO

	Does it have RFI/EMI shielding capability? 
	YES
	NO

	Does it have built-in power surge protection? 
	YES, optional
	NO although sometimes plugged into UPS

	What type of chassis construction does it have? 
	Rugged, cold rolled steel, very ridged
	Flimsy, sometimes plastic, not rugged at all

	Does it meet industry classifications? 
	NEMA/IP, MIL etc. 
	None

	What type of security does it provide?
	Locking doors & drive bays
	None

	How much life-cycle technical support will be included? 
	3-5 +years
	6 - 12 months

	Does it provide intrinsic safety? (explosive air) 
	YES (optional)
	NO

	Mean time between failure (MTBF) 
	Some manufacturers provide calculated & proven data
	Not provided by manufacturing

	Mean time to repair (MTTR) 
	5-15 min. for single board PC
	1-2 hours plus

	Mounting & enclosures 
	Very flexible -panel, rack, pendant arm, mounting
	Desktop or tower style

	Proven reliability in harsh environments?
	YES
	NO

	Does it have fault-tolerant options? 
	YES, redundancy for power supplies and disk drives
	NO

	Is it designed for 24 hour, 7 day operation? 
	YES
	NO


UPS = Uninterruptable Power Supply
Developed with information from Stealth Computer Corp.
While PC control has the potential to “liberate” the user from being held hostage by a single supplier, there are still some remaining considerations about robustness. “Industrial strength” for processes is far more severe than on factory floor where some PC controllers have replaced PLCs.  Unlike factory automation, which usually shares the environment with people, process control often occurs in corrosive atmospheres dangerous to people, and frequently where vibration is significant. Often, the PC’s general-purpose operating system is not stable enough for control. PC-controlled installations are forced to handle system crashes and unplanned rebooting.
As the control and automation market continues to evolve, technologies developed and honed by PC-based control suppliers are finding their way into a diverse range of platforms like Compact PCI, VME, PC/104, custom Single Board Computer (SBC), or Field Programmable Gate Arrays (FPGAs) as an embedded controller alternative to provide unique behaviors for Other Equipment Manufacturers (OEMs).  The latter are good at doing specific things such as in-parallel processing very quickly--similar to Application Specific Integrated Circuits (ASICs)--with the added benefit of software-loadable flexibility.
A.11 – PAC Control

The name Programmable Automation Controllers (PACs) seem to have first appeared in the PLC world (see more on this in Topic 19 on Process Automation Controllers, another name given to this category).  It is a relatively new term that has confused several folks in the industry. Functionally it encompasses the role of DCS, PLC, PC-based and motion controllers.  It is probably a better term than the Hybrid controller, but also adds to it the function of motion control. Its origins come from the PC control suppliers and have been picked up by some PLC suppliers. DCS suppliers, many who have “small system DCSs” called “hybrid” have been reluctant to pick up yet another term for them. ARC’s definition says PAC consists of multi-domain functionality, including logic, motion, drives, and process on a single platform. It has these attributes:

· Single, multi-discipline development platform incorporating common tagging and a single database

· Software tools that allow the design by process flow across several machines or process units

· Open, modular architectures that mirror industry applications from machine layouts in factories to unit operations in process plants

· De facto standards for network interfaces, languages, and the like, allowing data exchange as part of networked multi-vendor systems
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One of the factors that has benefited PACs is the emergence of a universal configuration standard.  It blends the IEC 61131-3 languages suitable for process control, factory automation and motion control with the IEC 61804 control function blocks that have emerged from the fieldbus efforts that allow Control-in-the-Field (Figure A.13).

Clearly not all suppliers who claim to have PACs can do process control. Many of these do only motion control and PLC functions. In fact, not everyone easily meets this definition of PAC in its entirety. Nevertheless, keep in mind nearly every system is still evolving from its proprietary origins.

A.12 – Control in the Field 
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With Control-in-the-Field -- made possible through the development of digital fieldbus communications, particularly FOUNDATION Fieldbus -- we complete the circle.  (See Category XI Industrial Communications).  
FOUNDATION Fieldbus provides for control function blocks allowing a complete control loops to exist among the transmitters and final elements (valves, drives, etc.) without need of a specific controller “box” (Figure A.14). With capability of only 6 – 8 devices on the fieldbus itself in the CIF approach, the PC workstation will communicate over the normal control network through some intermediary device used as a gateway.  The neat part is that the field devices can each be from different suppliers, because no matter the supplier, the function blocks are written to the same standard so they readily communicate with each other. Nevertheless, the actual content of the function blocks can have unique characteristics, allowing each supplier to provide product differentiation. 
[image: image19.wmf]Star

Line (Bus)

Ring

Tree

Mesh

This capability can be very useful in small, stand-alone applications.  It also allows incorporating many separate stand-alone systems into a larger networked system, with access from a central control room. The approach has bothered some in that the “internal” signals within the controller function are fragmented among separate devices. While Control-in-the-Field is not ideal in applications involving highly coordinated or advanced control, it does not preclude the use of separate multivariable controllers for more complex control strategies.  At present, the limitation is that only a few complex devices (about six) can exist on the same segment of the bus, and there is no peer-to-peer communication with other segments.  The arrangement may not be practical for more intricate batch applications.
Control strategies can be developed among several transmitters and end elements as shown in Figure A.15.  Although some have concerns about the vulnerability of “inner signals” of controllers which are at the mercy of the field network, the robustness of installed applications seems to be placing those fears to rest.
Some valve companies have released designs that have placed flow measurement across the valve along with temperature measurement, feeding controller chips which provide the control signal directly to the valve actuator… all inside the bonnet of the valve.
A.13 – Network Architectures

[image: image20.wmf]All control architectures need a backbone to interconnect their components. These occur on two levels of a typical control system:  

· Tie together each of the controllers to the workstation

· Tie all the appropriate field devices to each controller
Of course more and more of control systems are tied to the Manufacturing Execution portion of a larger plant-wide network. Many times the plant-wide system is connected to the entire enterprise (corporation) to provide operational information in a continuous flow to drive the business.  Corporations are learning to also bring a flow of information back into the operations as well. These networks come in various topologies and usually are in combinations of these topologies (Figure A. 16).

[image: image21.wmf]7

2

1

Device 1

User

Appl

’

n

.

Data Link

Physical

Device 2

User

Appl

’

n

.

Data Link

Physical

7

2

1


Networks are throughout the corporate enterprise and in modern systems must move data from the plant floor to become information to run the business (see figure A.17).  In addition, the resulting business decisions must ALSO move back down onto the plant floor.  Computers and communication networks must do all the necessary transformations and presentations at all levels for this to be a smooth and timely operation.  Only then can a business perform competitively and succeed.

A.14 – Controller Networks
Growing away from Proprietary

Connections between the controllers and the workstations of control systems (level 2 in figure A.17), particularly DCSs required proprietary networks unique to each supplier.  This need for “instant” data flow made it necessary for the system to be deterministic and guarantee the signal reached the required destination in “real time” so necessary for process control.  

As we said earlier, no computer or network can do pure “real time” but design of the system must operate in “real-enough time.”  What we need is some deterministic way to guarantee that information arrives as soon as it is needed for a system to react to rapidly occurring changes in the plant.  This is significantly different from the more “leisurely” flow of information in the corporate business system which generally controls the level 3 MES and level 4 corporate-wide ERP systems (shown in figure A.17). Remember, in large corporations level 4 may reach into distant locations such as in another country.  The different functional characteristics are shown in Table III – Automation Control vs. Information Technology networks.

Table III – Automation Control vs Information Technology Networks
	Automation Control
	Information Technology 

	Navigational functions
	Transactional functions

	Deterministic, must be “real-enough time”)
	Non-Deterministic; Event / periodic, "time stamped"

	Plant information usually comes through controller supported inputs & outputs
	Little to no controller supported inputs & outputs, but may have direct access to non-critical plant floor data

	Milliseconds to seconds updates needed
	Seconds to hours updates sufficient

	Tied to Enterprise level through legacy
automation system data collection and
management
	Tied directly to Enterprise driven data collection and management. Asset management can be a subnet

	Automation architecture is generally a proprietary data concentrator/collector and control network. Open or proprietary industrial fieldbus and I/O interfaces to sensors.
	Architecture is heavily IT standards leveraged. IP addressing driven further down toward measurement devices.

	Security generally accomplished by total isolation but evolving to IT approach 
	Security managed via IT structures. External access allowed under defined conditions


In process control systems, redundancy of communication is as critical as redundancy of control actions. For this reason, the thousands of control systems that were developed in the three decades following the 1970s were usually star connected for smaller systems, and line or ring for larger systems.  Tree topologies at that time caused delays with store & forward techniques that could not be tolerated on process situations. They were also difficult to configure from a single workstation. Mesh in those times would have been hopelessly expensive. Some believe there are over 100,000 of these legacy systems from many former and current suppliers still operating and using the earlier topologies along with needing proprietary protocols.

Proprietary control networks are slowly becoming more open as advances such as smart switches (hubs) have made Ethernet sufficiently fast as to be nearly deterministic.  Technological advances have allowed mesh systems to be “self healing” which can tolerate several failed paths or switches with no loss of control or data. Costs for these are nearly the same or less than the earlier network approaches.

Tree topologies can now be found in some fieldbus designs for linking controllers to field devices.  With the advent of more powerful processing and memory capabilities, mesh topologies are now practical and are used in all media (copper, fiber optic) but is becoming extremely useful in wireless applications throughout the plant. There are cyber security techniques that make wireless networks practical for automation uses. 

A.15 – Field Networks
A plethora of field networks have evolved over the decades prior to any standards.  Initially they were intended for inexpensive and flexible I/O connections to a particular supplier’s controllers.  Different industry requirements needed different functions, so many became somewhat specialized, ranging from the simple to the complex. Nevertheless, users clamored for the ability to use field devices from suppliers other than the system provider, desiring what is today called “best-in-class.”  

It was only natural for some suppliers to convince other suppliers to team together to create a defacto standard around their existing designs. A single, common design at that time would have to be too expensive and complex for some applications and too simplistic and functionally lacking for others. To sort out these many field networks… called fieldbuses, ARC Advisory Group arbitrarily placed many into categories (see Table IV – Categories of Busses). 

Table IV – ARC Advisory Group has defined three categories of busses: 

	Attributes 
	Sensorbus 
	Devicebus 
	Fieldbus

	Message Size
	< 1 byte
	Up to 256 bytes
	Up to 256 bytes

	Number of Nodes
	Medium
	Medium
	Small

	Distance
	Short
	Short
	Long

	Data Transfer Rate
	Very Fast
	Fast to Very Fast
	Medium

	Signal Replaced
	Discrete
	Discrete
	Analog

	Device Cost
	Low
	Low to Medium
	Medium to High

	Component Cost
	Very Low
	Low
	Medium

	Intrinsic Safety
	No
	No
	Yes

	Functionality
	Low
	Medium
	High


Sensor bus (bit level) 

Transmit bit-level messages among sensors, actuators and the controller. 

· Low cost communication link between low cost devices; component costs very low. 

· Low function, simple devices that are not "smart." 

· Not Intrinsically safe. 

· Short distances, medium number of nodes. 

· High speed (very fast data transfer rate) 

· Small message size (> 1 byte) 

· Designed for discrete devices (proximity switches, push buttons, motor starters). 

· Accommodates analog signals through multiple cycles. 
· Examples include CAN, AS-i, Seriplex (and LonWorks by some).
Device bus (byte level) 

Transmit byte-level messages among sensors and actuators and the controller. 

· Low to medium cost communication link between modestly sophisticated devices; low component costs. 

· Medium function, some programmed a small amount, devices that are "smart." 

· Not Intrinsically safe. 

· Short distances, medium to large number of nodes. 

· Medium to high speed (fast data transfer rate) 

· Larger, but still message sizes (typically 1-200 bytes) shorter than sensorbus. 

· Designed for higher level and broader range of discrete devices (those used in typical logic control applications); accommodates peer-to-peer among attached devices. 

· Can handle any type of device, but optimized for discrete with speed, efficiency, and short message lengths. 

· Examples include DeviceNet, LonWorks, SDS, PROFIBUS DP (PROFIBUS DP certainly supports well beyond just discrete values, and in fact is the backbone readily supporting PROFIBUS PA). 

Fieldbus (“block level” – blocks of data, not to be confused with function blocks)

· Transmit byte-level messages among sensors and actuators and control system in time-critical control application. 

· Medium to high cost communication link between sophisticated devices; with medium component costs. 

· High function, programmed devices that are "smart;" digital replacement for 4-20 mA signal transmission of variables found in process industries. 

· Can operate with intrinsic safety barriers and deliver power to multiple devices through same wires carrying data signal. 

· Longer distances, fewer nodes. 

· Medium speed (medium data transfer rate); much slower than the other two 

· Larger message size (< 256 bytes) optimized for several floating point process variables all sampled at the same time with status, data quality, or condition. 

· Designed for high level and broad range of both analog and discrete devices typically found in process industries; accommodates peer-to-peer among attached devices. 

· FOUNDATION Fieldbus (FF) has user layer 8 added on the 3-layer communications stack for use of standard, open function blocks used to implement distributed field control systems. HART includes Device Description Language (DDL) functionality very similar to that of FF. 

· Examples include FOUNDATION Fieldbus H1, PROFIBUS PA, WorldFIP Europe, (and HART is generally classified here)

A.16 – Relating to OSI Model from ISO
Ethernet as a working base for most control networks today

If you look at the discussion in Appendix B – Digital Knowledge Primer, you will find a discussion of the seven layers of the OSI standard reference model.  Ethernet is defined by only OSI layers 1 & 2.  Use of TCP/IP adds OSI layers 4 & 3 respectively:
· TCP/IP = Transmission control protocol/internet protocol, developed by U.S. Department of Defense and originally De facto standard network protocol to connect UNIX® systems.
·  IP: Network layer (layer 3) - routes data over network to correct Local Area Network (LAN) address

·  TCP: Transport layer (layer 4) - segments data into packets and verifies that message got to its destination intact

·  TCP/IP does not extend to physical and data link layers, hardware interface is beyond its scope. Since TCP/IP is media independent it has been implemented on variety of media (copper, fiber optic, wireless, etc) and Media Access Controls (MACs) such as CSMA-CD, token passing, polling, etc.  Note that Ethernet may use TCP/IP but is not defined by it.
NOTE: Although industrial protocols may be using TCP/IP services, they will not understand each other's communication. In fact, the protocols will not even hear the other's communication occurring on the same wire.
·  UDP: User Datagram Protocol – less expensive, less sophisticated alternative to TCP; does not require acknowledgments of messages, less overhead, higher performance relative to TCP/IP
Since the 1990s, suppliers of control systems have begun using Ethernet-based control networks. As you can see, a system using an Ethernet control network, even one using Ethernet TCP/IP, does not assure that devices from that supplier will work on a network of another.  That only represents 2 or 4 of the 7-layer OSI model.  The suppliers had to still provide for “real-enough time.”  These networks may use compatible busses, but the devices still “speak different languages” to achieve performance. Most fieldbuses are also based on Ethernet, but suffer the same “language” problems.
Fieldbuses

[image: image22.emf]Fieldbus uses a subset of the ISO’s OSI Ref Model: Fieldbus uses the Enhanced Performance Model (EPA) which omits layers 3 through 6 (- 3: Network - 4: Transport - 5: Session - 6: presentation) but employs these three:
1-Physical Layer
Signal Characteristics -Preamble/Post-amble -Frame Check Sequence 

2-Data Link Layer
Media Access Protocol - Reliable Message Transfer - Cyclic & Acyclic Services

7-Application Layer
Naming and Addressing - Variable Access - Uploading & Downloading

User Layer
Term used specifically by FOUNDATION Fieldbus (FF), has Function Blocks with Mode & Status - Events & Alarms - Device Descriptions (DD) is device-oriented, and database oriented. It is not considered a communication layer. The application layer is the highest layer that is message-oriented in any of the busses.
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Because the User Layer defines the behavior of the device,, it is the most important layer in FOUNDATION Fieldbus.
A.17 – Frequently Used Bus Networks
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As described before, there are quite a few bus networks used for both control and sensor levels. Keep in mind that they were each developed for different purposes and championed by various suppliers who sold into the industries that favored these different purposes.  For that reason large companies will need more than just one of these busses in their plants. There are of course trade-offs in cost, performance and functionalities. In process plants, the more popular field level busses are FOUNDATION Fieldbus, PROFIBUS, and DeviceNet, though others are frequently used.
With the advance of technology, several of these busses may functionally overlap. Although developed for a particular function and industry, their use often expands to other areas. Some will now be defined in more than one of ARC’s categories.  It is no secret that some suppliers will strongly favor one over the other for the hopes of developing market share, which of course complicates the desire for standards.  For this reason these are listed in approximate alphabetical order:

ARCNet [Attached Resource Computer Network]
Initially this earliest of fieldbuses was developed for office automation, it is now used in industrial control, building automation, transportation, robotics and gaming and very popular in Japan. It is one of the approved data links for the BACnet protocol. BACnet (Building Automation and Control Network) is very popular in U. S. and Europe. Like Ethernet and CAN, ARCNET is a data-link layer technology with no defined application layer. Designers write their own application layer to meet their particular needs. It provides a physical layer and incorporates a token-passing protocol. Unlike Ethernet this avoids collisions and gives ARCNET its greatest advantage in real-time applications because it is deterministic. It is best considered a controller level network because of its higher performance over CAN and supports multiple physical layers. 
AS-interface (AS-i) [Actuator Sensor Interface]

Used to network sensors and actuators in packaging and material handling (discrete I/Os), AS-i is a two wire interface; Power and Data. Based around PROFISafe [developed from PROFIBUS DP]. ASI bus was developed by Siemens Automation as an uunshielded 2-wire, unterminated, ungrounded Sensor Bus. Topology may be Bus, Ring, Tree, or Star at up to 100 meters. Power is provided by a 24V floating DC supply, which can supply at least 8A over the network. The AS-Interface is an open standard based on IEC 62026-2 and EN 50295. The AS Interface may also be termed the 'AS-Interface', 'ASI Bus', or 'ASi-Bus'. Deterministic operation with extreme simplicity (no software required) contributes to its high speed and high acceptance.

Expense of tees and complex connectors is avoided with devices simply clamped onto the cable. It has excellent noise immunity. Analog signals can be transmitted, but a node can represent only one analog device, and fragmented messaging must be used to transmit signals requiring more than 4 bits. Configuration issues with choosing the address of each node and assigning individual inputs and outputs within those nodes.

Controller Area Network [CAN or CAN-Bus]
Initially created by Bosch in for automotive applications as a method for enabling robust serial communication in vehicles. CAN was developed so that the primary control components in an automobile – braking components, airbags, lights, electric windows and door locks, etc. – could be connected with a single cable instead of a bundle of cables 3" thick. (Sound familiar?) 

Automotive manufacturers found that if a wiring harness is faulty, it’s sometimes cheaper to scrap the entire car than to troubleshoot the wiring harness. In a network, you can do wiring in software, and the added hardware cost is more than paid for by labor savings. The same applies to automated equipment in a factory. It has since moved to other industries and applications including automation and a building block for other networks.  
The specification defines the Data Link Layer, ISO 11898 defines the Physical Layer. Interface is an asynchronous transmission scheme employing serial binary interchange. Information is passed from transmitters to receivers in a data frame. Optimized for systems that need to transmit and receive relatively small amounts of information reliably to any or all other nodes on the network (as compared to Ethernet or USB, which are designed to move much larger blocks of data). Not deterministic operation; uses CSMA/CD for access.
ControlNet

Developed by Allen-Bradly based on Common Industrial Protocol (CIP) object-oriented protocol at the upper levels to be suitable for both manufacturing and process automation. It supports both coaxial and fiber-optic physical layers, and uses Concurrent Time Division Multiple Access (CTDMA) to control access to the network, which means a network cycle is assigned a fixed repetition rate, taking full advantage of the Producer/Consumer model. ControlNet allows multiple controllers to control the same I/O on the same wire. Media and communications redundancy is mandatory for all ControlNet nodes. 
Deterministic, repeatable, efficient use of network bandwidth, provides redundancy at lower cost than most other available networks including Ethernet. Can be transmitted on any IP transport protocol via Ethernet, Firewire, or USB. The fastest NUT (network update interval) is 2 ms. Information that is time-critical is sent during the scheduled part of the NUT. Information that can be delivered without time constraints (such as configuration data) is sent during the unscheduled part of the NUT. Unlike Ethernet and RS-485, ControlNet can be connected into the hazardous areas of plants.
DeviceNet
Developed by Allen-Bradley for low and mid-level factory automation networking (primarily discrete I/O for PLCs). It places automation software application layer on top of CAN, based on Common Industrial Protocol (CIP) object-oriented protocol at the upper layers. This strategy allows objects (data items and services) to be shared transparently across any of the three (DeviceNet, ControlNet, and EtherNet/IP) protocols.  It is not deterministic and uses Producer/Consumer access method, but does not use the same physical layer interface as ISO 11898. 
Since CAN medium arbitration is very flexible with no explicit master, DeviceNet provides configurable structure to the operation of the network, allowing (for example) for the selection of polled, strobed, cyclic or event driven network operation. While all the popular application layer hierarchies are supported (e.g., client/server, master/slave, peer-to-peer, publisher/subscriber), in practice most devices support only master/slave operation which results in a significantly lower costs. Its high reliability and efficient use of network bandwidth is offset by limited bandwidth and message size as well as restricted length.
EtherCAT (Ethernet Control Automation Technology)
Originally developed by Beckhoff and used primarily for motion control functions (assembly, machining, robotics), but it is finding its way into other field level functions. It is based on the master/slave principal and can interoperate with normal TCP/IP-based networks and other Ethernet-based solutions such as EIP or PROFInet. It also supports any Ethernet topology, including the bus. Development goal was to apply Ethernet to automation applications which require short data update times (also called cycle times) with low communication jitter (for synchronization purposes) and low hardware costs. Two communication methods used are "Ether Type" without IP (deterministic), or UDP/IP (non-deterministic) encapsulation.
EtherNet/IP 
A ControlNet working group developed EtherNet/IP between 2000 and 2001 as a companion protocol to ControlNet and DeviceNet (ControlNet/DeviceNet objects on TCP/IP).  Despite its highly ambiguous name, EtherNet/IP is a mapping of the ControlNet's and DeviceNet's "Control and Information Protocol (CIP)" to TCP/IP (not Ethernet). While all the basic functionality of ControlNet is supported, the hard real-time determinism that ControlNet offers is not present. It uses Source/Destination method of network access.
CIP encompasses a comprehensive suite of messages and services for a variety of manufacturing automation applications, including control, safety, synchronization, motion, configuration and information. As a truly media-independent protocol that is supported by hundreds of vendors around the world, CIP provides users with unified communication architecture throughout the manufacturing enterprise. 

Fieldbus Intrinsically Safe Concept (FISCO)

Developed by Physikalisch-Technische Bundesanstalt (PTB) in Germany and is based on experiments performed by the PTB in order to find a solution to provide more power over a fieldbus into a hazardous location. IEC 60079-27 standard describes the FISCO model:

· The Fieldbus must be based on the “Manchester Bus Powered” physical layer in accordance with IEC 61158-2 (i.e. Foundation Fieldbus or Profibus PA)

· Only one active source (i.e. power conditioner) is permitted per segment. All other components act as passive current sinks (instruments)

· The basic current consumption of a field device is at least 10mA
FOUNDATION FIELDBUS (FF) H1

While the "fieldbus" concept has been discussed as a replacement for the analog 4-20mA signal in international technical committees for many years, reaching a consensus has proven difficult. One proposed solution was the Interoperable Systems Project (ISP), an organization that merged with FIP North America to form the Fieldbus Foundation (FF).

It uniquely focuses on "the network is the control system" which is fundamentally different from the controller and I/O approach used in traditional systems. Actually, the network is not the control system.  The network merely allows the standardized distribution of control elements into various vendor products like transmitters and valves.  The control system is the set of blocks interconnected via standardized interfaces. FF specifies not only a communication network but also control functions. As a result, the purpose of the communications is to pass data to facilitate proper operation of the distributed control application. Success relies on synchronized periodic communication and on a well-defined applications layer capable of supporting Control-In-The-Field concept.
The application layer defines function blocks, which include analog in, analog out, transducer, and the blocks traditionally found in a DCS (e.g., PID and ratio control). The data on the network is the transfer from one function block to another in the network-based control system. The data is complex and includes the digital value, engineering units and status on the data (e.g., to indicate the PID is manual or the measured value is suspect). [Technically transducer blocks are not function blocks.  They have no explicit connections.]
The Producer/Consumer access method works at 31.25 kbit/s but the sophistication means significant network overhead, simplest devices contain large amounts of memory and processing power, and protocol stack is complex enough that a certified stack and function blocks are usually licensed by the product developer.
FOUNDATION FIELDBUS (FF) High Speed Ethernet (HSE) 

Used as a process control network, and once called H2, it puts the FOUNDATION Fieldbus H1 protocol on Ethernet.  It uses the same application modeling and protocol as the slower FF H1 with extensions.  Some vendor solutions add the different technologies of OPC, extensible markup language (XML), and simple object access protocol on TCP/IP. FF HSE has a standard application process supporting function block diagram programming language allowing users to build peer-to-peer control strategies throughout the network into devices from different suppliers. 

FF HSE [High Speed Ethernet] runs at 100 Mbps over standard Ethernet media access control and physical layers. This can carry standard FOUNDATION fieldbus H1 services as well as messages specifically created for HSE. HSE provides a large bandwidth in the field, which benefits the transfer of large files and high speed I/O such as analyzers and PLCs. It also provides an enhancement to H1 applications by linking multiple devices and segments through “Linking Devices.” HSE supplies speed, bandwidth, transparent redundancy, time synchronization, and support of multiple protocols.
Table V – Comparison of FF H1 with FF HSE
	
	H1
	HSE

	Speed
	31.25 kbit/s
	10 Mbit/s or 100 Mbit/s

	Distance (per segment)
	1,900 m (1.2 miles)
	100 m (300 ft)

	Two-wire
	Yes
	No

	Multidrop
	Yes
	No *1

	Bus power
	Yes
	No *2

	Intrinsically safe
	Yes
	No

	Redundancy
	No
	Yes

	Deterministic
	Yes
	Yes (with switches)

	*1 as with all Ethernet applications, HSE does use switches which can achieve multidrop; 
    also uses broadcast where needed.

*2 actually Power over Ethernet (PoE) is now available, but not yet used very much


Managed by FOUNDATION Fieldbus, HSE shares same physical and MAC levels as "conventional" Ethernet, but use different protocols. These are intended for use as a control network rather than at the sensor level. HSE should not be confused with switched Ethernet, networks which are fast.  For more on faster Ethernet, see Appendix B – Digital Knowledge Primer.  It has nothing to do with the ODVA EtherNet/IP protocol from Open DeviceNet Vendors Association.
It should be noted that HSE has various system uses.  One is as a control network between Linking Devices and Linking Devices to HMI.  Another is as an I/O bus between controllers and HSE Linking devices, which are similar to its usage in gateway products, e.g. HSE based remote I/O.  The third use is potentially to connect a PLC or instrument
HART Communications Protocol (Highway Addressable Remote Transducer Protocol)
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Developed by Rosemount Inc, based on the earlier Bell 202 communications standard, HART was originally designed to “fill the gap” until the standard fieldbus was available, but it has built substantial market share and taken on a life of its own. Its unique value is that it can send and receive Frequency Shift Keying (FSK) standard digital communication signals at a low level on top of the 4-20mA pair of legacy analog instrumentation wiring used by an older system. Due to the huge installed base of 4-20mA systems throughout the world, the HART Protocol is arguably one of the most popular industrial protocols today. This popularity is reinforced by the fact that all legacy versions can operate on the same network.
There are two main operational modes of HART instruments: 
· analog/digital mode where digital signals are overlaid on the 4-20mA loop current. Both the 4-20mA current and the digital signal are valid output values from the instrument. The polling address of the instrument is set to "0". Only one instrument can be put on each instrument cable signal pair.

· multidrop mode where only the digital signals are used. The analog loop current is fixed at 4mA. In multidrop mode it is possible to have up to 15 instruments on one signal cable. The polling addresses of the instruments will be in the range 1-15. Each field device needs to have a unique address.

Industrial Ethernet
As Industrial Ethernet becomes more prevalent on the manufacturing floor it is increasingly being considered as a universal networking solution. Its dominance in the “value-add” diagnostics domain is now spreading to the mission critical domains of control and even safety networking. While the capability of Ethernet has been proven acceptable in the office and high level manufacturing environments, issues of performance must be considered as we push this technology into areas such as I/O, motion control and safety.

There appears to be no standardized definition of Industrial Ethernet. The term typically means Ethernet protocols that are applied in a manufacturing setting. It could refer to specific solutions such as Modbus/TCP, PROFINET, EtherNet/IP, or just the application of 'traditional' Ethernet to manufacturing data collection and control.
Industrial Ethernet and the "conventional" Ethernet both share the same physical and MAC levels, but use different protocols like High Speed Ethernet (HSE). Industrial grade networks using dual redundancy, ring topology, and industrial hardened components may be used in order to be able to handle multiple simultaneous faults. Hot-standby redundancy is already part of the HSE protocol specification upper layer. In addition Ethernet ring topology that is 'self-healing ' can be used. With ring topology Ethernet is able to quickly find alternative routes for the communication in case one path fails.
Interbus

Interbus-S was designed by Phoenix Contact (Germany) for assembly, welding and material handling machines, single-cable wiring of multi-input sensor blocks, pneumatic valves, barcode readers, drives and operator interface. It is a ring-based, single-master “device” network  advertised as an open system for manufacturing and process control applications. It also includes the Interbus “Sensor-Loop”, ring-based sensorbus network connected to Interbus-S for simple discrete devices. 
Well-recognized and accepted in Europe, its auto-addressing capability makes startups simple, has extensive diagnostic capability, fast response time and efficient use of bandwidth, and power (for input devices) available on the network is offset by the fact that one failed connection disables entire network, and its limited ability to transfer large amounts of data.
LonWorks

It is built on a protocol created by Echelon Corporation for networking devices over media such as twisted pair, power lines, fiber optics, and radio frequency initially for building automation. The protocol is also one of several data link/physical layers of the BACnet ASHRAE/ANSI standard in that application. Its use has expanded into transportation, utility, and industrial automation. 
Two physical layer nondeterministic signaling technologies can be employed. A two-wire layer operates at 78 kbit/s using differential Manchester encoding, while the power line carrier version achieves either 5.4 or 3.6 kbit/s, depending on frequency. Most LonWorks-based control applications (new or legacy) are being implemented with some sort of IP integration, either at the UI/application level or in the controls infrastructure using web services or commercially available IP-routing products.
MODBUS (Modicon Communication Bus) 
A de facto standard using Source/Destination network access method, primarily used in Industrial Automation Systems (IAS) or Building Management Systems (BMS). Modbus RTU (Remote Terminal Unit) is probably the most implemented automation protocol of all. Developed by Modicon it is one of the first open PLC and remote I/O protocols, which is master-slave. The simplicity of Modbus RTU messages is a mixed blessing; on the one hand, the simple message structure ensures widespread, rapid and accurate implementation, but on the other hand, various companies have corrupted the basic 16-bit Modbus RTU register structure to pack in floating point, queues, ASCII text, tables and other types of non-Modbus data.
ModBus Protocol is a messaging structure, and does not define a physical layer. Normally RS232, RS422, or RS485 are used as the physical layer. Modbus/TCP protocol (ModBus packet within a TCP/IP packet) is the defacto standard for Ethernet on the plant floor, and TCP/IP to communicate data using an application layer with the same register method as the familiar Modbus/RTU protocol. Modbus/TCP therefore ensures a fair level of interoperability. Devices from several manufactures use it. Off-the-shelf process visualization software already supports Modbus/TCP.
PROFIBUS (PROcess FIeldBUS) 
Family of protocols originally developed by Siemens as a PLC I/O system, completed by Siemens, Bosch and Klockner-Moëller. as a committee formed by the German government. Well established in Europe, it can handle large amounts of high speed data and serve needs of large installations. Source/Destination and master-slave models plus limited number of masters and high overhead to message ration restrict DP and PA network capabilities.

PROFIBUS DP( Decentralized Periphery)
Used for discrete functions in packaging lines and prime movers such as motor and pumps. 12 Mb DP is fast and deterministic but cannot supply power to devices over the bus. Uses Source/Destination access method. its master periodically requests status f each node, ensuring that each device (which can send up to 244 bytes per scan) is updated consistently and reliably.
PROFIBUS PA (Process Automation)
It has PROFIBUS DP as backbone for applications in the process control industries. Uses Source/Destination access method and supplies power on the bus to process application devicesover same two wires. Based on IEC 1158-2 it is also particularly suited for intrinsically safe applications.
PROFINET (PROFIBUS with Ethernet)
Developed by PROFIBUS International for motion control, factory automation and process control. Uses enhanced ASIC, an  Application Specific Integrated Circuit chip custom designed chip rather than general-purpose microprocessor. This is to improve performance over general-purpose CPUs, because ASICs are "hardwired" to do specific job and do not incur overhead of fetching and interpreting stored instructions. The approach is to provide Isochronous Real Time (IRT) data in parallel with TCP/IP to assure deterministic speeds. Using “proxies” it will transparently interface with Interbus, DeviceNet, Modbus, AS-i, HART, and FOUNDATION Fieldbus networks as well as “natively” with PROFIBUS DP and PROFIBUS PA. This allows it to become a backbone for  multiple fieldbuses.
SERCOS (Serial Real-time COmunication System)

Developed by VDW (German Machine Tool Builders Association – Verein Deutscher Werkzeugmaschinenfabriken e.V.) who formed a joint working group with the ZVEI (German Electrical Standards Association – Zentralverband Elektrotechnik- und Elektroindustrie e.V.). SERCOS III is optimized for high-speed deterministic motion control, which is required for the exact synchronization of multiple drives. 
Rather than put motion under TCP/IP resulting in less determinism and the added expense of switching devices, the SERCOS solution was to put the standard Ethernet TCP/IP under control of the motion bus, and use Ethernet hardware with its lower cost twisted-pair copper cable. (Ethernet fiber optics is supported by SERCOS-III). This maintains the deterministic motion control of SERCOS, allows links to the existing manufacturing communications infrastructure, provides for the possibility of new features and lowers hardware costs. And noise immunity will not be a major problem, as Ethernet's twisted pair cable is generally extremely noise immune because it uses a differential driver and receiver.
Seriplex

Developed by Automated Process Control (APC), which was biught by Square D and then created the nonprofit Seriplex Technology Organization. Widely used in the automotive sector, the device-level control network is widely used in North America, Asia, and Australia..  SERIPLEX is a deterministic, serial multiplexed, intelligent, distributed I/O system, providing both master/slave  for use as  a device bus, and peer-to-peer I/O control and logic for use as a control network of up to 700 nodes.  Control bus may be configured as a ring, a star, multi-drop, daisy-chain, loop-back, or in any topology combination desired.
Smart Distributed System (SDS) 

Defines the physical layer and application layer (based on CANbus) for an event driven interface. SDS developed by company bought by Honeywell in 1995. Used initially for intelligent sensors and actuators in assembly, material handling, packaging, and high speed sorting as well as building automation.  Operatres over a single 4-wire cable [2-Power, 2-Data], interfacing up to 64 nodes with a maximum of 126 addresses. The SDS baud rate is 125, 250, 500 and 1000kBaud. A data rate of 125kBaud allows for a maximum cable length of 1500 feet. 64 nodes may reside on the bus, while a repeater will permit up to 126 nodes.
The slave protocol is economical in terms of minimal memory, processor and size requirements. Also, the robust diagnostics, efficient use of network bandwidth, and power available on the network are offset by limited bandwidth, limited message size and maximum length, and limited number of supporting vendors.

WorldFIP (Flux Information Processbus) 

This is European Standard EN50170. The Physical Layer: is compliant to IEC 1158-2 for all speeds [up to 2.5Mbit/sec (typically 1Mbit/sec)] on twisted pair and fiber optic. The Physical Layer, Data Link Layer, and Application Layer are specified.
Safety buses/networks currently in use with distributed/remote I/O include: AS-i Safety at Work, DeviceNet Safety, Interbus Safety, PROFIsafe and Safetybus p. The shift to Ethernet-based networks also is occurring in the safety bus/network market. Profisafe, for example, is compatible with PROFINET. Furthermore, products will be coming on the market for EtherNet/IP Safety, a new safety bus development of ODVA, and SafetyNet, an Ethernet-based safety bus being developed by the Safetybus p Club.

A.18 – Interoperability for Bus Networks
Remember that in Section A.17 we said that large companies will need more than just one of these busses in their plants? Well those companies have also asked that there not be so many different methods of configuring those networks, commissioning devices on those networks, and retrieving information and diagnostics over those networks. Without that, companies were reluctant to be held hostage by any one supplier when they chose a particular fieldbus.  
As devices have become more complex, operators, engineers, and technicians need the expert applications written by the device vendor that can be integrated with the fieldbus system. The fieldbus industry has responded to this situation with the introduction of two new complementary technologies… FDT and Enhanced EDDL.

Electronic Device Description Language (EDDL) 

 This text file was created to describe devices. Systems that interact with fieldbus devices need to know the rules of the communication such as available function blocks, parameters, data types, default values, and permitted ranges.  These are provided in the Device Description (DD) that is created by the device supplier.  It is up to each system, or system user, to understand how to interpret, combine, categorize, and interact with the parameters. DD files in the system are unable to communicate with devices without several layers of software.

Various fieldbus technologies that use EDDL language have used the language in different ways so that FF DDs are different than HART DDs, for example.  System suppliers must purchase software from each of the fieldbus organizations to interpret DD files. These software packages were designed separately, so system suppliers must create and maintain multiple products to support the multiple fieldbus DD file types.

Enhanced EDDL

Various fieldbus organizations’ response is emerging with this “C-like” programming language that is designed to support a windowed interface to devices. This supports the creation of tabs to isolate parts of the interface, create two-dimensional graphs and plots of data, perform basic mathematics, store files, and display pictures.  On more complex devices, those suppliers must pick an appropriate language for their supporting software for control suppliers’ Windows operating system (i.e. C, C++, C#, Visual Basic, Visio, MatLab, EDDL, or any of many others).

EDDL supports HART, FOUNDATION Fieldbus, and PROFIBUS.
Field Device Tool (FDT)

This graphical application provides a general interface to any field device, regardless of the control system supplier, fieldbus used or device supplier.  It allows more advanced features like the ability to interact with a database, advanced or multidimensional graphics, output to Excel spreadsheets, or advanced mathematics are needed; a language supporting those features must be selected. It allows interface to multiple function blocks or multiple devices at the same time, and offers an embedded help system for the user.  The appearance of the information is the same regardless of the control system being used.

Device Type Managers (DTMs) allow the addition of more sophisticated programs to be written by the device suppliers, so configuration and management tools can be used to configure and view vendor-specific data. The control system supplier provides a window for a consistent display based on common frames for the variety of functions that are used by all device suppliers.  Regardless of the several different host operating systems the user has in their plants, the view and functions are always the same, even from the different device suppliers. The user is free to add additional information into these frames, such as pictures of the installation for maintenance crew, all EDDL information, or plant-specific instructions. It allows links to device-specific help information, documents, application, optimization techniques, and Windows functions.
FDT is a Microsoft Windows-based technology. As such, it is subject to the inevitable upgrades and operation system version changes with which we have all become familiar. As with all software tools on all operating systems, FDT platforms and device applications will need to be updated occasionally. Nevertheless, The benefits offered by Windows seem to outweigh the negatives, and has received wide acceptance by both users and suppliers.  After all, essentially 100% of system engineering tools

sold today by all vendors are based on Windows.

FDT now supports AS-interface, ContolNet, DeviceNet, EtherNet/IP, FOUNDATION Fieldbus, HART, INTERBUS, MODBUS SL/TCP, PROFIBUS DP/PA, PROFINET IO, CIP Annex configuration.
Field Device Integration (FDI)

There has been a significant amount of discussion in the press that, somehow, pits FDT against EDD. It is hoped that this discussion has made it clear that there is no overlap at all in the two technologies. FDT-based systems support DD files and always will. Device vendors do not need to abandon DD in favor of FDT DTMs. No device modifications are necessary to support FDT. Both technologies, individually and together, are adding huge value to fieldbus systems.

FDT has little impact on the system and no impact on the devices or their DD files, just simply defines

the interfaces in an open, standardized way. Because it defines only the interface, DD files are still necessary to describe the devices to the system for system configuration and the devices themselves are unchanged.

In April 2007, the EDDL Cooperation Team (ECT) and the FDT Group announced that they are jointly working on a uniform solution for device integration, which is fully compatible with both EDDL and FDT, the two technologies that currently exist on the market. These efforts are being promoted in the project Field Device Integration (FDI).
A.19 – Wireless may alter management of plants
Hart Communication Foundation (HCF) has released the Hart 7 Specification – which includes WirelessHart, the first open wireless communication standard specifically designed for process measurement and control. WirelessHart became the first officially released industrial wireless communication standard. ISA100 is being developed to support multiple protocols, such as Hart, Profibus, CIP and Foundation Fieldbus, instead of just Hart-7. ISA and HCF are also establishing a joint technical committee to assess the degree to which WirelessHART technology meets the ISA's objectives and whether it can be incorporated into what is now being called "the ISA-100 family of standards", But the fact remains, ISA SP100 and Wireless HART are different; the bits and bytes between the two are not entirely compatible.

WirelessHART, as embodied in the newly released HART-7 specification, adopted the concept of self-healing mesh networking. On the other hand, SP100 will address control and I/O networks as well as device and sensor networks, which is the level where HART currently plays.
ISA100 will allow you to deploy a single, integrated wireless infrastructure platform for your plant. The standard network will simultaneously communicate with many existing application protocols wirelessly throughout your plant. This includes protocols such as HART®, FOUNDATION™ Fieldbus, Modbus®, PROFIBUS®, Common Industrial Protocol (CIP™), and others.
The initial discussions were about creating a dual-mode gateway that can accommodate both wireless HART and SP100. Another suggestion was that ISA 100 carry the HART signal on its network, called it the tunneling approach. Tunneling Protocol is a network protocol that encapsulates packets at a peer level or below. It is used to transport multiple protocols over a common network as well as provide the vehicle for encrypted virtual private networks (VPNs). It is said to "tunnel" because it "pushes through" these packets of different types “encapsulated” within its own packets.
With this “pucker point” worked out, there may be a physical way to meet the need of a single field network.
More Than The Field

Meanwhile, wireless technology exists throughout the plant for many other uses beyond sensing and control.  Growing in many large plant sites is the need for additional wireless functions as seen in Table VII – Some  Useful Wireless Applications in Industrial Plants.  You can see that these include process, maintenance, safety, security, and IT.

There are many frequencies and protocols to cover these uses for a number of good reasons.  There are many different application requirements for wireless.  Some requirements are for high bandwidth – and long distance other are for low power short range. These different needs dictate different technologies.  How is it possible to manage these together into a single, secure system?

One approach that is being used successfully in one of the largest refineries in the U.S. is an “umbrella network” using wireless mesh technology that actually saves significant money over an attempt to install each of these separately.  Each sub system uses the technology deemed best by the supplier selected.  They each feed into a network appliance platform capable of supporting a broad range of network performance and security tools which is itself network and protocol “agnostic.”

This network of appliances allow for a common security model and common systems management as a managed service allowing the user a secure environment for using wireless solutions across the entire site.  While some access points maybe characterized as automation and others as enterprise the security and management is exactly the same.  The data from the field device still moves to the system directly.  Only the systems management data routs through the appliance server.

Such a system, as with cyber security, must have a site profile analysis, regardless of the supplier. This would include: 

· Profile and analysis of the plant's current infrastructure and existing technology 

· Training on wireless technology 

· Overview of the current state of wireless standards in the relevant industry 

· Vendor neutral application evaluation 

· Preliminary wireless tests within the plant's process and operations 

At conclusion of the Wireless Site Plan, you should develop a strategic wireless report mapping out the most efficient and cost-effective path for moving forward with wireless at your plant that includes: 

· RF site assessment results, reports and recommendations 

· Wireless Application Roadmap for your facility 

· Integrated architecture plans for both wired and wireless applications 

· Identification of possible vendors and technologies 

· Suggested phasing and implementation plan 

A.20 – ECS Control

Enterprise Control Systems (ECSs) are specifically for breaking down the traditional barriers that have resulted in the islands of automation and information. The elimination of the barriers to effective solutions has resulted from four specific characteristics of ECSs. 

First is full plant floor interoperation. The islands of automation start at the plant floor. Many plants bear the unenviable load associated with a variety of different DCSs and PLCs and other intelligent systems that just do not work well together. Any business solution that requires crossing these systems becomes expensive and time consuming to implement. ECSs offer full interoperation throughout the plant floor by providing a variety of low-cost software interfaces to all proprietary systems and open standards for later systems that support communication standards.

This allows the entire intelligent plant floor to work as a single system environment even when the base technologies have come from multiple suppliers.


The second ECS characteristic is full open communication access throughout the business enterprise. Automation systems have offered a degree of openness, but truly interoperating with the business-level systems can be a costly and time-consuming activity. ECSs support all the latest open standards, such as ISA-95, Mimosa, OPC, Open O&M, and the like, as well as supplier-provided standards, such as NetWeaver from SAP and Biztalk from Microsoft®. By incorporating these standards into the ECS infrastructure, the cost and effort required to drive business solutions throughout the enterprise lessen by an order of magnitude. What could have cost millions of dollars with a traditional DCS could now be only in the thousands. Return on that investment could be in months, not years, critical for smaller businesses.

The third characteristic of ECSs that provides manufacturers with specific advantages over older technologies is they support asset performance management (APM). APM is a new methodology for operating process plants that combines the traditionally separate maintenance management and operations management software tools into a cohesive view, so assets are available when actually needed and their use can be managed effectively and controlled together as one system. This combined with the ability to implement real-time accounting and performance measurement systems enables manufacturers to move up from closed-loop process control to closed-loop business control.

The fourth key characteristic of ECSs that provides significant value to a company is a single engineering environment across all plant floor domains. Traditionally, engineers may have had to learn many different sets of engineering and configuration software just to engineer plant floor systems such as DCSs, safety systems, MES systems, PLCs, and HMIs. ECSs move the efficiency of system engineering to a new level by providing one state-of-the-art engineering environment that operates across multiple plant floor domains. This improves engineering efficiency while significantly reducing cost.

A.21 – About Proprietary Systems

Control system suppliers are often accused of purposely creating proprietary products to confound the use of competitive equipment.  Keep in mind, however, that most standards did not exist, or were quite insufficient for process control when these systems were designed.

Special limitations and changes had to be made to existing “standard” technologies to assure operations occurred in “real-time” for process plants. No computer truly operates in real-time, of course.  More correctly these modifications were needed to provide these actions in “real-enough-time.” That made each system “proprietary” as each vendor developed their own creative adaptation.

As technology advanced, many of the barriers causing unique designs began to drop away. These barriers could not drop any faster than permitted by the new changes … and customer acceptance of technological change. 
Transistors were suspect, cathode ray tubes were suspect, plug-in modules were suspect, (as was plug-in wiring and the like), computers were suspect, microprocessors were suspect, Ethernet was suspect, fiber optic network was suspect, anything “Microsoft®” was suspect, and so on. 
There was good reason for these technologies to be suspect when they first emerged. Responsible process control engineers and plant managers are accountable for the stability of continuous operations that are extremely expensive if they shut down even for a brief period.  Safety of people, equipment, and product is equally important. Of course, some of the proprietary effort was for marketing advantage, but most of it was because accepted new technology could only move just so fast.
Today, we are nearly there as so called “open systems” are actually becoming more open due to continuing advances in a variety of technologies. Now the challenges of open have created new challenges of cyber security. Ironically, the proprietary systems are more secure because of their uniqueness. Process control engineers and plant managers must embrace new technologies yet be cautious and selective. 

A.22 – What Next?

Fiber optic control networks have been around for over a quarter century. Mesh networks and Rapid Spanning Tree methods of communication has been made possible with affordable off-the-shelf smart hubs allowing Ethernet to be used as control networks, and even as fieldbus networks. Controller functions are now located within the I/O itself, ruggedly and remotely mounted close to the process. Wireless technologies are opening new territories to control systems.  Remote monitoring of processes is practical. The need for information to flow from the plant floor to the business AND absolutely from the business to the plant floor is essential. All of this is beginning to change the definition of how distributed is “distributed,” and the architecture of what is called “controller.”  

Cyber security presents challenges over all of this. Fault tolerance must always be a consideration of system availability to keep the plant running.  Safety Systems must be a concern for protection of personnel, plant, process, and product, and so much is emerging in this area. Safety has moved beyond “satisfying the insurance company” and ois now a plant performance issue. As said earlier, one cannot say there is a single answer for every application.

Even the small system user must make the best use of all plant assets. Like his larger counterparts, this user also cannot afford to have islands of automation. The system should really be an Enterprise Control System (ECS) that takes all of his assets into account. It will become the only way one can be competitive in one’s own business, but it must be affordable.  Enterprise control systems enable manufacturers to develop solutions that span their entire business without concern for constraints traditionally imposed by crossing the boundaries of the different classes of systems typically found in their plant.

The trend is toward pervasive computing. That is, the creation of environments saturated with computing and wireless communication, yet gracefully integrated with human users. Control intelligence is moving toward distributing intelligence ever closer to the process, the interface is moving closer to the user, and there is at least some interest in deploying communications across the Internet. 
Standards are always a challenge to keep pace with rapid changes, but are offering users a more uniform and dependable offerings from suppliers.
Users must as always weigh the trade-offs to pick the control solution that fits their process at a price they can afford. What is certain now, however, is that distributed microprocessor–based computing has brought us to a new plateau of scalability, flexibility, and economy. Each manufacturer can now base control strategies far more on their business needs than on the limitations of available technology. 
Of course new technologies will continually appear to make some of the limitations fade. I doubt any one of the types we talked about will fully disappear.  Each has some very strong advantages depending upon the application. The good news is that today the choices are growing, and generally the prices are coming down, especially when you look at total cost of ownership. It is probably the most exciting time in the history of control systems.
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Figure A.1 Measurement & Control mechanism was one with the indicator & recorder





Figure A.2 Interactive mechanism, pneumatic or its electronic counterpart, restricted control action flexibility





Figure A.3  Traditional Single Loop Control





Figure A.4 Microprocessors made powerful SLC Possible





A.5 Limitations of Single Loop Control in Large Plants





Figure A.6 Central Computer w/Analog Back-up





Figure A.7 Typical PLC system configuration





Figure A.8 SCADA is for applications over long distances





Figure A.9 DCS saved more than wires





Figure A.10 Typical DCS Configuration





Figure A.11 Hybrid Defined by Industries�From ARC Advisory Group Strategies – June, 2001








Figure A.12  Hybrid System Architecture blends 


PLC simplicity with DCS sophistication





Figure A.14 FOUNDATION Fieldbus itself can be the controller





Figure A.15  Control strategy fully “in the field”





Figure A.13 – Emerging IEC 61499 development will benefit all industries with a common method to develop individual control strategies; allows ability to quickly and consistently change as needed for changing plant conditions or market shifts.








Figure A.19 – ECS infrastructure allows connection of all the various functions of the business with no special programming between them, only configuration to the needs of each enterprise.





Figure A.17  Network Hierarchies. �Level 0 = process itself; Level 2 = devices that physically sense plant conditions & cause changes; Level 3 = Plant Automation Systems (PAS); �Level 4 = Manufacturing Execution Systems (MES); Level 5 = Enterprise Resource Planning (ERP).








Figure A.16  Typical Network Topologies





Figure A.18  How Fieldbus Works - �Subset of the ISO’s OSI Reference Model


[FF additionally employs a User Layer]








OSI—Open Systems Interconnect; 7-layer reference model for network operations standardized within ISO to enable any two OSI-compliant devices to exchange information; the seven layers are Physical, Datalink, Network, Transport, Session, Presentation, Application.


ISO—(International Standards Organization); international organization for promoting the development of standards for computers.





Table VI – Latest versions of HART





Table VII– Some Wireless Applications in Industrial Plants





Figure A.19  Example of field bus trade-offs 
































